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1. Introduction

GSMA recognises that mobile phone theft is an issue of public policy concern for network operators, consumers and regulatory authorities. To meet the increased challenges posed by the apparent increase in mobile phone theft levels in some jurisdictions, GSMA has resolved to support and enhance the provision of Central Equipment Identity Register (CEIR) services and to collaborate with stakeholders to demonstrate the ability of all stakeholders to work together to combat handset theft. Specifically, GSMA has determined to grant web based lookup facilities to a range of third parties who demonstrate an interest and commitment to combating handset theft levels and who agree to the terms of this Agreement either through signature of this Agreement or through use of the Database, as defined below, (referred to below as “You”, “Signatory” or “Signatories”)

2. Provision of Third Party Access to IMEI Database Data

The IMEI (“International Mobile Equipment Identifier”) Database application (launched by GSMA in 2005 as updated and amended from time to time (the “Database”), provides functionality to support multiple tiers of read only access to stolen handset data to assist with combating handset theft. GSMA is prepared to grant the signatory access to the Database and a non-exclusive licence to use certain information contained in the Database on the terms set out below and Signatory agrees to be bound by those terms.

In consideration for access to the Database You acknowledge and accept that access to the Database is subject to the following terms and conditions:

a) Access to the Database is granted in accordance with the policy governing such access that may be defined by GSMA and its CEIR Technical User Group (CTUG), and approved by its Security Group (SG), from time to time. Copies of this Policy can be found at [insert web address]

b) You warrant that you are eligible to access the Database in accordance with the definition of parties eligible to access stolen handset data set out in Annex A

c) You shall only be entitled to access the Database once You has completed the appropriate application forms and sponsorship letters (as may be amended from time to time) that are available from GSMA to support the processing of applications for third party read-only access and those forms have been accepted by GSMA. The GSMA shall be entitled, at its sole discretion, to reject any application.

d) You accept that all approved Signatories, and their sponsors, may be listed on the GSMA Infocentre for the information of GSMA member networks. The GSMA Infocentre is the GSMA’s private member website that is provided for the exclusive use of GSMA members only.

e) You undertake to ensure you only extract and obtain the data appropriate to your user profile as prescribed in Annex B and only for the purpose of combating and preventing handset theft. If data in excess of that defined in Annex B is available to the Signatory it is the responsibility of that Signatory to immediately notify GSMA whereupon the necessary corrections will be made at the discretion of GSMA. You shall not use the data in combination with any other information to identify individuals or to create personal information (as set out in the DPA referred to in sub-clause (h) below You shall indemnify and hold the GSMA harmless from all claims and actions (including reasonable costs) relating to any misuse of data by Signatory.    

f) You accept that GSMA, or the mobile network operator (“Operator”) which provides the underlying information (whichever is applicable), is the sole proprietor of any data extracted from the Database and none of this data shall be provided to any other third party without the prior written consent of GSMA. You shall not at any time produce, publish, sell, let, lend or otherwise part with possessions of the Database or any information form it or relay or disseminate the Database or any information from it, You shall ensure that your employees, agents and subcontractors, so far as applicable, comply with the terms of this Agreement. This Licence shall not operate as an assignment by GSMA of any copyright or any other intellectual property rights that may subsist in the Database

g) The Signatory commits not use any data extracted from the Database in any way that may be considered injurious or detrimental to GSMA or the Operator or to bring either or any of them into disrepute

h) The Signatory is responsible for ensuring that it is, at all times, fully compliant with the UK Data Protection Act 1998 (as amended from time to time) and any other applicable data protection legislation in the signatory’s country or jurisdiction of usage. Such provisions could be based on the EU Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data and Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the electronic communications sector. GSMA accepts no responsibility for compliance with such provisions.  The Signatory shall indemnify and hold the GSMA harmless from any claims or actions (including reasonable costs) relating to a breach by the Signatory of the provisions of the DPA or any local data protection requirements, or any data protection legislation or obligations that may govern this Agreement. 
i) You undertake to notify GSMA if any provisions exist that deem the IMEI, or any other data supplied by the Database, to be subject to Data Protection legislation or other restrictions
j) You accept that GSMA, as the custodian of the Database data, merely provides data pertaining to a range of IMEIs provided by its Operators, and claims no responsibility for the accuracy or currency of the data that it makes available to Signatories, such information is provided on an “as is” basis.

k) You indemnify and hold the GSMA and/or Operators harmless, against any claims or actions (including reasonable costs) arising from or related to any action or omission of the Signatory under this Agreement.

l) The Signatory accepts that access is restricted to ‘read only access’ which restricts the user to inquire on specific IMEIs only. Under no circumstances should the Signatory attempt to write, or upload, any data to the Database.
m) The Signatory accepts that access to stolen handset data is provided via a web based user interface only and each inquiry requires the input of a unique IMEI. No batch downloads of IMEI Database hosted data are permitted.
n) The Signatory, once approved in accordance with the defined criteria, will be issued with a unique User ID and User Password (collectively referred to as the ‘User Credentials’). Under no circumstances are the User Credentials to be shared, pooled, or misused in any way.
o) You accept that failure to comply with any of the provisions contained within this Agreement or misuse of information will result in the immediate discontinuation of service to You and no refund of user fees or other compensation will fall due on the part of GSMA and in the event of a material breach by you of this Agreement (as reasonably defined by GSMA acting in good faith) the GSMA shall be entitled to terminate this Agreement immediately without notice. Your obligations to indemnify and hold GSMA and Operator (s) harmless shall survive termination of this Agreement for any data extracted prior to termination.
p) The GSMA shall be entitled to terminate this Agreement should You become bankrupt or insolvent or unable to pay your debts as they fall due or being a company passes a resolution for winding up or if a Court makes an order that the company shall be wound up (in either case other than for the purpose of reconstruction) and or if a receiver or manager on behalf of a creditor is appointed or if the Licensee makes any composition or arrangement with or for the benefit of its creditors. On termination of this Agreement, you shall return to the GSMA all copies of the information and supporting documentation. You shall confirm in writing to the GSMA (in a form acceptable to the GSMA) that this has been done and that all information, to the extent that it is capable of being deleted or destroyed, has been deleted or destroyed.
q) The Signatory undertakes to pay to GSMA appropriate fees that may fall due, in accordance with the payment terms outlined in Annex D (as amended from time to time), in respect of any rights of access.

r) If any provision of this agreement is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, such provision shall be severed without effect to the remainder of the provisions. If a provision of this agreement that is fundamental to the accomplishment of the purpose of this agreement is held to any extent to be invalid, the Supplier and the Customer shall immediately commence good faith negotiations to remedy such invalidity. Neither party shall unreasonably withhold or delay their agreement to any such matters.

s) This agreement constitutes the entire agreement and understanding between the parties in respect of the matters dealt with in it and supersedes, cancels and nullifies any previous agreement between the parties in relation to such matters notwithstanding the terms of any previous agreement or arrangement expressed to survive termination.

t)  You shall not make any press announcements or publicise this agreement or its contents in any way without the prior written consent of GSMA, which shall not be unreasonably withheld or delayed.

u) Any notice required to be given under or in connection to this agreement shall be in writing, signed by or on behalf of the party giving it and shall be served by delivering it personally, or by sending it by pre-paid first-class post, recorded delivery or registered post, or by fax, to the address or fax number and for the attention of the relevant party notified for such purpose, or to such other address as that party may have notified to the other party in accordance with this sub clause. Notices shall not be deemed to be served if sent by e-mail.

A notice shall be deemed to have been received:

· If delivered personally, at the time of delivery;

· In the case of pre-paid first-class post, three Working Days from the date of posting; and

· In the case of fax, on the day of transmission if sent before 4.00 pm on any Working Day and otherwise at 9.00 am on the next Working Day provided that, at the time of transmission, an error-free transmission report has been received by the sender.

v) This Agreement shall be governed by and construed in accordance with English law. Each party agrees to submit to the non-exclusive jurisdiction of the English courts 

SIGNATORY PAGE

Name:




_________________________________________

Position:



_________________________________________

Company/Organisation:

_________________________________________

Address:



_________________________________________






_________________________________________

_________________________________________






_________________________________________

Fax Number:



_________________________________________

Mobile Number


_________________________________________

Signatory:



_________________________________________

ANNEX A

Eligibility for Third Party Access to IMEI Database Data

The following table defines those third parties deemed eligible by GSMA CTUG to receive read-only access to Database data.

Three tiers, or levels, of third party access to the Database, and its data, are permitted in accordance with current GSMA policies. These are summarised in the table below;

	Signatory Classification
	User Description

	Third Party A
	Law enforcement agencies

Regulatory bodies

	Third Party B
	National / Regional Interest groups

	Third Party C
	Authorised Dealers 

Repair centres

Insurance companies

Recyclers of used handsets


ANNEX B

Data to Be Disclosed to Third Party IMEI Database Users

The following table defines the type of data to which third parties will have read-only access.

In all cases, the input is a single IMEI number, via a web-based interface, and the date returned will be as defined below.    

	Signatory Classification
	User Description
	IMEI Database Output in Response to Third Party Query

	Third Party A
	Law enforcement agencies

Regulatory bodies


	· Whether or not the input IMEI is present on the blacklist 

· Date of each blacklist entry for that IMEI 

· The country and operator responsible for each blacklist entry for that IMEI  

· If TAC information exists for that IMEI, the manufacturer and marketing name of the handset
· Crime reference number (where available)

	Third Party B
	National / Regional Interest groups


	· Whether or not the input IMEI is present on the blacklist 

· Date of each blacklist entry for that IMEI 

· The country and operator responsible for each blacklist entry for that IMEI  

· If TAC information exists for that IMEI, the manufacturer and marketing name of the handset

	Third Party C
	Authorised Dealers

Repair Centres

Insurance companies

Recyclers of used handsets
	· Whether or not the input IMEI is present on the blacklist 

· Date of each blacklist entry for that IMEI 

· If TAC information exists for that IMEI, the manufacturer and marketing name of the handset


ANNEX C

Third Party Access Criteria

Signatories enjoy read-only access rights and the following table sets out the support criteria that must be satisfied for each category of user.

	Signatory Classification
	User Description
	Sponsorship Required

	Third Party A
	Law enforcement agencies

Regulatory bodies
	· Sponsorship letters from at least two
 IMEI Database connected operators in the jurisdiction where the applicant police force has authority

	Third Party B
	National / Regional Interest groups


	· Sponsorship letters from at least two IMEI Database connected operators in the case of national /regional interest groups

	Third Party C
	Authorised Dealers

Repair Centres

Insurance companies

Recyclers of used handsets
	· Sponsorship letters from an IMEI Database connected operator in the case of authorised dealers

· Sponsorship letters from at least one IMEI handset database connected operator in the case of repair centres

· Sponsorship letter from at least one IMEI Database connected operator in the case of insurance companies

· Sponsorship letter from all of the IMEI Database connected operators in the relevant jurisdiction in the case of a regulatory body

· Approval from the GSMA Fraud and Security Director in the case of GSMA member handset manufacturers

· Sponsorship letter from at least one IMEI database connected operator and from national law enforcement authorities in the case of recyclers


ANNEX D

Third Party Access Charges

Third party access to the GSMA’s IMEI Database incurs an annual charge of €5,500. This modest fee contributes towards the maintenance and development of the IMEI Database.

The annual fee covers the period April to March and it must be paid in advance, in one single instalment, before access to the database is granted.

Ongoing annual charges fall due on 1st April of each year and parties joining during the year are charged on a pro rata basis for the months remaining up to end of March at €460 per month. Notification of applicable charges will be provided to each user before the renewal date.

Charges do not apply to law enforcement agencies.






















� 	Where there is only one operator in that jurisdiction, or where there is only one IMEI Database connected operator, the authority of that single operator will be sufficient. In cases where there are no operators from that jurisdiction connected database access will not be granted.
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